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RIAEEARITENMCEREE A, KR, REEREIE, JESNER. ELZA.

1.2 HHEASC
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3 FAEEwRS

1TREIEHIRE < TE adma-kafka/bin Bi%, BEMECEIEZTE admg-kafka/config B#R. SIEBIIR kafka A4S, BTLUE
Zl admq-kafka/kafka/bin BEFHITH ERIMIZA,

3.1 {7i=EHE

3.1.1 R&E)/{SLE kafka zk HiEh

bin/admg-daemon start kafka zk

bin/admg-daemon stop kafka zk

3.1.2 BiEh/{ELE kafka broker B4

bin/admg-daemon start kafka broker 1
bin/admg-daemon stop kafka broker 2

3.2 Topic E18

3.2.1 iR Topic

kafka-topics.sh --bootstrap-server localhost:9092 --1list

3.2.2 £#4R Topic ¥15

kafka-topics.sh --bootstrap-server localhost:9092 --describe --topic

3.2.3 E37 Topic

kafka-topics.sh \

--bootstrap-server localhost:9092 \




£ ApusicHTTUERBAGI V2.0.6_for_kafka_#EEFfH

--create \

-—topic A\

--partitions 3

3.2.4 iR Topic

kafka-topics.sh \
--bootstrap-server localhost:9092 \
--delete \

-—-topic

3.3 Consumer EIH
3.3.1 ##R consumer group
kafka-consumer-groups.sh \

--bootstrap-server localhost:9092 \
--list

3.3.2 HRIEEER

kafka-consumer-groups.sh \

--bootstrap-server localhost:9092 \

——describe \

—-—group test-group

RAIEIEIE
BiZ a5
CURRENT-OFFSET SRIBEB(UE
LOG-END-OFFSET BRATENFE

LAG EE
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3.4 £E/HE

3.4.1 £EMR

kafka-console-producer.sh \

——-broker-list localhost:9092 \

-—-topic

3.4.2 [ HEMS

kafka-console-consumer.sh \

--bootstrap-server localhost:9092 \

-—-topic \

--from-beginning
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4 BHE e

4.1 Broker jRRE

@Es broker 2G4

ps —ef | grep admg-kafka

netstat -ntlp | grep 9092

4.2 ISR ke

kafka-topics.sh --describe

Call

ISR < Replicas

kafka-consumer-groups.sh --describe

FIER -

MRFFEER, FEAE,



SEApusicHTRTUEHEBASI V2.0.6_for_kafka_#HEFH

4.4 FTR(ER=R

"[x}
L S——

et

Bz e+
AL FIsE S <70%

1O util <80%



SiEApusicHTRTEEPAGI V2.0.6_for_kafka_4HEFH

5 ¥ RHSEIE

5.1 Consumer &
H5:

LAG #HEIER

JREA:

o BEREHTE
e Broker 38EfRSE

o HIRRIRE
RRR:
i Bz
#8490 Consumer eelTE
#2840 Partition BHEIT

REWESEE R RIERSE

5.2 Broker 5
Hs:

Leader not available

ps —ef |grep admg-kafka

Tt HES

logs/server.log
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bin/admg-daemon start kafka broker/standalone

5.3 ISR AEZ

He:

ISR < Replicas

JREH:
RE Btz
HEEIOS follower[@=£12
ARSI Bl ERE

CPuaHs Broker[EE/JX

iostat -x

5.4 Topic # Leader

HE:

Leader: none

FRIE:

kafka-leader-election.sh \

--bootstrap-server localhost:9092

--all-topic-partitions \

-—election-type preferred
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5.5 Hftufgza

e ADCC for zk Ra&ENsLBY, Hit#k Connection refused 5§ Session expired

°o @A myid EEREAFEERSBIERE.
o (@B zookeeper.properties 1 server.x HYIP EERNE, 1EHiEEE 2888/3888 2EHH NG
RIEL.

o Kafka RENEEN, Hit#k Broker ID 0 is already registered

o REREEMEAE ADCC for 2k &k, MBBHFEE, 2 ADCC for kB9 datapir Fl Kafke
By log.dirs fEE:,
o MEAFBENEL broker.id AEiE,

o ISREEFRZE (Isr: 0,1 mMAZ 0,1,2)
o FRE(E Follower BEXIETAEETIE, WEZNIAHEINFERIES,
o Kafka REENZEL, HEFS#R Failed to bind to port 9092
o @& 9092 IEFIEREWEMITIE(EA ((FF netstat -tulpn | grep 9092 BY lsof -
i:9092 1) .
o @& serverproperties F listeners BeERNEZIB RS HEERE(HFHIBEE—, BHRicEE,
o ERRXAEAREEL 9092 1EEAE, T EEIIGERRAIPRITRERER,
o Kafka EEZEEXNELE, #R Leader not available
o EEIER Topic EERFE, BIMFERILEY (fA kafka-topics.sh --create 1ES) .

o & Kafka RERBIEFRRIE), Broker BiELE D EAPAR L,
o & Topic NEIABRERAGIE, ERIRNEUNICHA Broker 8, ZEE] Leader HAEEE,

o Kafka IBEEBEXLM, & No offset found for partition

o EABEERHE, BNEEERESEENIERBR, °JECE auto.offset.reset A& earliest @k, latest,
o BAENEERNE, wEEEFEMAE ADCC for zk / Katka RSS!, i ESEZEHARR
BREEEN REE=IBE (TR offsets.retention.minutes B &) .

o ADCC for zk =ERENE, BB EINANEE, HEER Cannot open channel to x at election address

o MEBPFA ADCC for zk BF2BLHI zoo.cfg o serverx BCEHI IP / EHIBER—5, EHEHEZ,

o MERHEZENFHEREE (IFREE2E 2000ms SEHHREELE) , Ti%E8 ntpdate FEE
A,

o R dataDir BEf#EIR% ADCC for zk ST{ERERERS, BRFEANEZEH myid BRBEE
BY,
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o Kafka Bz5#R Not enough replicas, FBEEEIFAL

o %8 Topic AY min.insync.replicas BEBER A AR ERIDI BIELZEIZAE (ISR) o
o EAE Broker FFE, &% min.insyncreplicas 204 1 (7838 1, EFEXBERE) ,
o im& Follower BiELEREREL, HFEREEEE. #ik 10 BSEHELBIRRE,

» Kafka pENE, VM &Cleiemliz (OOM) |, {TiEEXARE

o 1% kafka-server-start.sh i VM EZ& (KAFKA HEAP OPTS) |, FE:RIfffE:CIEREIIAEAA /8

/_]\0

o BSHSBIGIRIZOIFEEES -Xmx512M -Xms512M, 4 EIRISIRIBERSCIEEEE (EE N BREER
28209 50%) .

o MBEEEBRTIBER Topic / PEIR, EXIEREARS, FSEBREINEIEE,
o JE#£ Kafka BFER SSL handshake failed
o FHRRLT SSL 258, mBEEFin / RigimaY SSL /BB IRE. BiBiiERh 1Rk,

o fEREEARIBE, BRISIN listeners BeE#A SSLi// M3E PLAINTEXT.//,
o mBEERinen EiERCE 7 SSLHERIZEL (40 security.protocol=SSL) .
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6 Kafka IEZEL4EE

6.1 &40 Partition

kafka-topics.sh \

--bootstrap-server localhost:9092 \

-—-alter \
-—topic \

--partitions 6

TE B ETENEFIAE,

6.2 PEIESESE
AEAETE
kafka-reassign-partitions.sh \

--bootstrap-server localhost:9092 \

—-—generate

H47

kafka-reassign-partitions.sh \

-—execute
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7 Kafka ZqgEAB:

7.1 Broker 2%

RIS 8L

7.2 Producer 5{¥t

i

7.3 Consumer 52t




=l
8 HiFEIR
FEIETE: admg-kafka/logs

Als g A0 .
B Rigx .

Leader not available

NotEnoughReplicas

Connection refused
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9 feESHE

9.1 ¥RERECE
1% admqg-kafka/configs

e kafka-zk.conf: zk BRIRIECEIEZER
e kafka-brokerconf: FTEEESERS, broker BiELAZEIAVECE
e kafka-standalone.conf: E#ERERF, broker BpEFEEINVBCE

9.2 U EEEIR
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10 Z238(

10.1 1. {Big=E2

10.1.1 1.1 PHXIEERA
4 EIRISIERISIRS Kafka EBIHBEHRT

iptables tcp --dport 9092 -s 10.0.0.0/8 -3 ACCEPT
iptables tcp --dport 9092 -3 DROP

iptables tcp --dport 12305 -s 10.0.0.10 -7 ACCEPT
iptables tcp --dport 12305 -7 DROP

10.1.2 1.2 {3R8IREH
o % Kafka BEEEBER I ML LEHH/VPC
o 2| Kafka @R HIEREEEEER
o {HFH VPN 2\ B4R EITIEEEHRT

10.2 2. :B:5i0E

10.2.1 2.1 BF SASL 2%
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10.2.2 2.2 Fe S (EAEZE

kafka-configs.sh --zookeeper localhost:2181 \
-—-alter --add-config

\

-—entity-type -—-entity-name admin

kafka-configs.sh --zookeeper localhost:2181 \
--describe --entity-type

10.2.3 2.3 fig& ACL iRAI

kafka-acls.sh --authorizer-properties
zookeeper.connect=localhost:2181 \
--add --allow-principal User:app-producer \

--operation Write —--topic order-topic

kafka-acls.sh --authorizer-properties
zookeeper.connect=localhost:2181 \
--add --allow-principal User:app-consumer \
--operation Read --topic order-topic \

-—-group order-consumer-group

kafka-acls.sh --authorizer-properties
zookeeper.connect=localhost:2181 \
--add --deny-principal User:ANONYMOUS \

--operation All --cluster

10.3 3. &=
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10.3.1 3.1 SSL/TLS Ec&

10.3.2 3.2 [HEER

keytool -keystore server.keystore.jks - localhost -validity 365
—genkey

keytool -keystore server.keystore.jks - localhost -

cert.crt

keytool -keystore server.truststore.jks - ca-cert -import -file

ca—-cert.crt

10.4 4. {E%ERER =

10.4.1 4.1 Ry FRiEZ A
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10.4.2 4.2 BAi&EETn
EAEI1E SERE A8

e RHURE > OR/piE HREFERINE

REEWHE >0 FrEHEE
SSLBIBM < 30% TEI2AE
ACL & FIRE R

10.5 5. ZRiR=E

10.5.1 5.1 #\fTERAE

useradd -r -s /bin/false admg-kafka

-R admg-kafka:admg-kafka /apusic/admg-kafka

750 /apusic/admg-kafka

600 /apusic/admg-kafka/config/*.conf

600 /apusic/admg-kafka/license.xml

10.5.2 5.2 systemd ZLiEIH

22
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=admg-kafka

10.6 6. ZLIHFE

WEIE
B KR AR

<

=7]
o

0\

p=11)2

SN

il
ko

ACL B&
SSL /&E8
EMER
HITERE

g H

WETE
iptables -L
TR E
kafka-acls.sh --list
keytool -list
1s -la
ps -ef

1s -la logs/

SiEApusicHTRTEEPAGI V2.0.6_for_kafka_4HEFH

EiEiREE
(EFT W B
ERA SASL/SCRAM
EESHEER

)
&R

7

SRIBHA

p=11)2

EEtE 600
3E root (FHE

F1£ authorizer Hig

23
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11 B SRR

Kafka HIPE RS EFIT:

B (5174
HETEJRR 50%
Broker =1 20%
ISR R EE 15%
AR 10%

SR 5%

MEERR: 5TF Broker, B%& Leader. B%F ISR, B%E Lag. &EE 10

24
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